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Abstract— E-mail communication is indispensable now, but the e-

mail spam problem is continuously growing more.  In recent years, 

the notion of collaborative spam filtering with near-duplicate 

similarity matching scheme has been discussed widely. The idea of 

the similarity matching scheme for spam detection is, to maintain a 

database formed by user feedback and to block near-duplicate 

spams. The previous works mainly represent each e-mail by an 

abstraction derived from e-mail content text. These abstractions of e-

mails cannot catch the evolving spams, and are thus not effective 

enough in near-duplicate detection. A procedure to generate the e-

mail abstraction using HTML content in e-mail, and newly devised 

abstraction which can be more efficient in capturing the duplicate 

phenomenon of spam is presented here. COSDES (COllaborative 

Spam DEtection System), a complete spam detection system, 

possesses an efficient near -duplicate matching scheme and a 

progressive update scheme. The forward-looking update scheme 

enables system COSDES to keep the most up-to-date information for 

near-duplicate detection. This system evaluates on a live data set 

collected from an e-mail server and shows that this system performs 

better than the previous approaches in detection results and is 

applicable to the real world. 

Keywords—Spam detection, e-mail abstraction, duplicate 

matching. 

1. INTRODUCTION 

Nowadays E-mail communication is prevalent and 

indispensable. The threat of junk e- mails also known as spams 

becomes more and more serious. According to a survey by the 

website Top Ten REVIEWS [11], 40 percent of e-mails were 

considered as spams in the year 2006. Statistics collected by 

MessageLabs1 shows that the recently the spam rate is over 70 

percent and persistently remains high. Existing filters generally 

perform well when dealing with clumsy spams, which have 

duplicate content with suspicious keywords or are sent from an 

identical notorious server. Therefore, the next stage of spam 

detection research should focus on coping with cunning spams 

which evolve naturally and continuously. 

  

Based on the features of e-mails being used, previous works on 

spam detection can be generally classified into three categories: 

1) content-based methods, 2) noncontent-based methods, and 3) 

others. Initially, researchers analyze e-mail content text and 

model this problem as a binary text classification task. 

Representatives of this category are Naive Bayes [14], [20] and 

Support Vector Machines (SVMs) [1], [10], [15], [27] methods. 

In general, Naive Bayes methods train a probability model 

using classified e-mails, and each word in e-mails will be given 

a probability of being a suspicious spam keyword. As for 

SVMs, it is a supervised learning method, which possesses 

outstanding performance on text classification tasks. 

Traditional SVMs [10] and improved SVMs [1], [15], [27] have 

been investigated. While above conventional machine learning 

techniques have reported excellent results with static data sets, 

one major disadvantage is that it is cost-prohibitive for large-

scale applications to constantly retrain these methods with the 

latest information to adapt to the rapid evolving nature of 

spams. The spam detection of these methods on the e-mail 

corpus with various languages has been less studied yet. In 

addition, other classification techniques, including Markov 

random field model [3], neural network [6] and logic regression 

[2], and certain specific features, such as URLs [26] and images 

[19], [29] have also been taken into account for spam detection. 

The authors make use of spam-vocabulary patterns produced by 

Teiresias pattern discovery algorithm. In [16], the I-Match 

signature determined by a set of unique terms shared by spams 

and the I-Match lexicon is put to use. In [21], the content 

similarity of e-mails computed using extracted words is 

measured.  

 

Though previous researchers have developed various methods 

on near-duplicate spam detection [7], [8], [12], [16], [17], [22], 

[23], [24], [25], [30], [31], these works are still subject to some 

drawbacks. For achieving the objectives of small storage size 

and efficient matching, prior works mainly represent each e-

mail by a succinct abstraction derived from e-mail content text. 

Moreover, hash-based text representation is applied 

extensively. The major problem of these abstractions is that 

they may be too brief and thus may not be robust enough to 

withstand intentional attacks.  

 

In this paper, section 2 describes about the preliminaries 

including the definition of near-duplicate and email abstraction 

scheme is given.  In Section 3, the complete system model of 

Cosdes is depicted. In section 4, proposed system, Junk free 

mail system is described. The implementations are shown in 

Section 5, and finally, this paper is concluded with Section 6. 
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2. PRELIMINARIES 

 

In this section, the definition of near-duplicate is presented in 

Section 2.1. The email abstraction scheme is described in 

Section 2.2. 

 

This paper is about exploring a devise for sophisticated email 

abstraction, which can more effectively capture the near-

duplicate phenomenon of spams. Almost all e-mails nowadays 

are in Multipurpose Internet Mail Extensions (MIME) format 

with the text/html content-type. That is, the HTML content is 

available in an e-mail and provides sufficient information about 

e-mail layout structure. In view of that observation, the specific 

procedure Structure Abstraction Generation (SAG), which 

generates an HTML tag sequence to represent each e-mail is 

proposed here. Different from previous works, the procedure of 

SAG focuses on the e-mail layout structure instead of detailed 

content text. In this regard, each paragraph of text without any 

HTMLtag embedded will be transformed to a newly defined tag 

<mytext/>. 

 

Definition 1 (<mytext/>). <mytext/> is a newly defined tag that 

represents a paragraph of text without any HTML tag 

embedded. 

The semantics of the text is ignored, so the proposed 

abstraction scheme is inherently applicable to e-mails in all 

languages. This feature is superior to most existing methods. 

Once the e-mails are represented by our newly devised e-mail 

abstractions, two e-mails are viewed as near-duplicate if their 

HTML tag sequences are exactly identical to each other. Even 

when spammers insert random tags into e-mails, the proposed 

e-mail abstraction scheme will still retain efficacy since 

arbitrary tag insertion is prone to syntax errors or tag 

mismatching, meaning that the appearance of the e-mail content 

will be greatly altered. The proposed procedure SAG also 

adopts some heuristics to better guarantee the robustness of our 

approach. While a more sophisticated e-mail abstraction is 

introduced, one challenging issue arises: how to efficiently 

match each incoming e-mail with an existing huge spam 

database. To resolve this issue, an innovative tree structure, 

SpTrees, to store large amounts of the e-mail abstractions of 

reported spams, and SpTrees contribute to substantially 

promoting the efficiency of matching is introduced. 

 

Cosdes possesses an efficient near-duplicate matching scheme 

and a progressive update scheme. The progressive update 

scheme  adds in new reported spams, and also removes obsolete 

ones in the database. With Cosdes maintaining an up-to-date 

spam database, the detection result of each incoming e-mail can 

be determined by the near-duplicate similarity matching 

process. 

 

2.1 Definition for Near- Duplicate 

The main idea of near-duplicate spam detection is to exploit 

reported known spams to block subsequent ones which have 

similar content. For different forms of e-mail representation, 

the definitions of similarity between two e-mails are different. 

Unlike most prior works representing e-mails based mainly on 

content text, this system investigate representing each e-mail 

using an HTML tag sequence, which depicts the layout 

structure of e-mail, and look forward to more effectively 

capturing the near-duplicate phenomenon of spams. Initially, 

the definition of <anchor> tag is given as follows: 

 

Definition 2 (<anchor>). The tag <anchor> is one type of newly 

defined tag that records the domain name or the e-mail address in 

an anchor tag. 

 

For example, an anchor tag <a href=“http://arbor.ee. 

ntu.edu.tw/index.htm”> is transformed to <arbor.ee.ntu. 

edu.tw>. The anchor tag <a href=“mailto:cytseng@arbor. 

ee.ntu.edu.tw”> is transformed to <cytseng@arbor.ee. 

ntu.edu.tw>. The need for creating the <anchor> tag is to 

minimize the false positive rate when the number of tags in an 

e-mail abstraction is short.  One of the common attacks to this 

type of representation is to insert a random normal paragraph 

without any suspicious keywords into unobvious position of an 

e-mail. 

 

 
Fig .1. Algorithm of Procedure SAG 

Definition 3 (Tag Length). The tag length of an e-mail 

abstraction is defined as the number of tags in an e-mail 

abstraction. 

 
The two e-mail abstractions are near-duplicate only if they are 

exactly identical to each other. The major reason is that there 

are numerous HTML tag patterns appearing commonly and 

frequently. Partial matching of HTML tag sequences will cause 

much higher rate of false positive error, and the complexity will  
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be too high to achieve efficient matching. In addition, for 

further speed-up, while the tag length of an e-mail abstraction is 

longer, we even apply a looser matching criterion, which does 

not degrade detection results. 

 

2.2. E-MAIL ABSRACTION SCHEME 

In this section, a new e-mail abstraction scheme is introduced. 

In the section 2.2.1, procedure SAG is presented to represent 

the generation process of an e-mail abstraction and the devised 

data structures SpTable and SpTrees are illustrated in Section 

2.2.2. 

 

2.2.1 Structure Abstraction Generation 

 

The specific procedure SAG to generate the e-mail abstraction 

using HTML content in e-mail is proposed here. SAG is 

explained with the example in Fig. 2, and the algorithmic form 

of SAG is given Fig. 1. Procedure SAG is composed of three 

phases, Tag Extraction Phase, Tag Reordering Phase, and 

Appending Phase. The following sequences of operations are 

carried out in the preprocessing step.  

1. Front and rear tags (gray area in Fig. 2) are 

removed. 

2. Nonempty tags that have no corresponding start tags 

or end tags and mismatched nonempty tags are removed. 

3. All empty tags are regarded as the same and are 

replaced by the newly created <empty/> tag. Moreover, 

successive <empty/> tags are reduced and only one <empty/> 

tag is retained. 

4. The pairs of nonempty tags enclosing nothing are 

removed.  

 
Fig .2. Example procedure flow of SAG 

2.2.2 Design of SpTables And SpTrees 

SpTables and SpTrees (sp stands for spam) are 

presented to store large amounts of the e-mail abstractions of 

reported spams. That HTML format or content is extracted in 

tag extraction phase.Then they are arranged in tag reordering 

phase. HTML content are checked in reverse order and they 

checked according to the algorithm of SAG. The procedure 

SAG is presented to show the generation process of an e-mail 

abstraction. As in Fig. 3  SpTrees  are the  kernel  of the  

database, and the e-mail abstractions of the spams that are 

collected are maintained in the SpTrees. 

 

Fig. 3.Structure of SpTables and SpTrees 

3. COLLABORATIVE S P A M  DETECT ION 

SYSTEM       

 
A complete collaborative spam d e t e c t i o n  system 

Cosdes is introduced in this section. The system model of 

Cosdes is explained in Section 3.1. 

 

System model of COSDES 

 
In Fig.4 the system model of Cosdes is illustrated, and the 

algorithm of Cosdes is outlined in Fig. 5. Three parameters, Tm 

(the maximum time span for reported spam’s being retained in 

the system), Td (the time span for triggering Deletion Handler), 

and Sth (the score threshold for determining spams) should be 

given for Cosdes.  

 

 
Fig. 4. System Model of Cosdes 
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Cosdes includes three major modules Abstraction Generation, 

Database Maintenance and Spam Detection. Overall, Cosdes is 

self-adjusting and retains the most up-todate spams for near-

duplicate detection. 

 

 

 

Fig. 5.Algorithm of Cosdes 
 

 

4. PROPOSED SYSTEM  

 

4. 1 JUNK FREE MAIL SYSTEM 

 

This system allows the user to do all the mail operations and 

to send and receive mail in a proper manner without spam 

mails. A Spam detection application is, first of all a mail server   

application. To conceptualize a Spam detection application, 

additional information like Spam Keywords i s  a d d e d  to 

identify the Spam mail from the database. The specific 

procedure SAG is proposed to generate the e-mail abstraction 

using  HTML  content  in  e-mail,  and  this  newly-devised   

abstraction  can  more effectively capture the near-duplicate 

phenomenon of spams. Here, the Spam detection in E-mail is 

performed using ASP.NET. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.1.1 Login Form 

 

This module involves logging into the user’s account page. If 

the user  does not type the  username  and password  correctly , 

it will show a message to prompt the user  to retype  the  

correct  username   and  password .  This  will  continues  till  

the  user types  the  correct  username  and  password.  

 

4.1.2 New Account Form 

 

This module is mandatory for new user. This module is 

depicted in Fig .7. The user should type their details in the 

appropriate textboxes to create an account. This will be stored 

in the database for reference.  

 

4.1.3 Inbox Layout Form 

 

This module is updated regularly when the other user send 

the 

messages to the current user.  

 

4.1.4 Compose Layout Form 

 

This module is used to compose a mail to other user from 

the current user. It consists of subject, content area, send and 

forward button. Once the entire text box has been filled and 

send button is clicked it starts its validation of the content 
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Fig. 6. DFD for Junk Free Mail System 
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which is known as tag extraction phase which is for detecting 

the spam.  

 

4.1.5 Trash Layout Form 

 

This module stores all the deleted mails. This will continue 

till the user deletes the unwanted mails. This module is used 

by the user for retrieving the deleted mails from the inbox, 

outbox, junk mail etc. 

 

4.1.6 Outbox Layout Form 

 

This module is updated regularly when the user sends the 

messages to the other user. This outbox form consists of user 

name, subject, date, day with time etc..  

 

4.1.7 Junk Mail Layout Form 

 

This module stores all the spam mails. F ig .9  dep ic ts  this  

module .  Here the spam mails are automatically updated 

through the settings by running the e-mail abstraction. 

 

4.1.8 Settings 

 

This module is for detecting the spam and filtering it out. 

When a spam mail is received into the inbox, spam detection 

and filtering process starts. Fig .8 depicts the settings of this 

system. Once the text box is filled with the spam keyword and 

by clicking the button show junk it display the messages which 

matches with the spam keyword by clicking the check box 

and click the button run email abstraction it display the grid 

which consists of subject length, mail content length and E-

mail abstraction and enter the text box with junk name and 

click the button mark as spam it will be moved to the junk 

mail. 

 

4.2 Advantages of Junk Free Mail System   

 

 Matching is done with the Html tags and its length. 

 Keywords are used for easy matching. 

 Maintaining a Spam Database for matching. 

 Time is reduced due to the automatic processing. 

 

5. IMPLEMENTATIONS 

 

In this section, the implementation of the junk free system 

with the snap shots is depicted.  Fig .7 depicts the creation of 

user account, Fig .8 depicts the settings for junk free mail 

system, and Fig 9. depicts the junk mail system.   

 

 

 

 

 

 

 

 
 

 

 

 

Fig .7. User account creation 

 

Fig .8. Settings for spam keyword filter 

 

Fig .9. Junk Mail 
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6. CONCLUSION AND FUTURE WORK 

 

In the field of collaborative spam filtering by near-duplicate 

detection, the superior e-mail abstraction scheme is required to 

more certainly catch the spams. The specific procedure SAG is 

given to generate  the  e-mail   abstraction  using HTML 

content in e-mail, and newly-devised e-mail abstraction can 

more effectively capture the near-duplicate   phenomenon of 

spam’s. A complete spam detection system Cosdes has been 

designed to efficiently process the near-duplicate matching and 

to progressively update the known spam database. 

Consequently, the most up-to-date information can be 

invariably kept to block subsequent near-duplicate spams. 

 

Furthermore, since image spam is constantly evolving, we 

believe it is a constant battle to find new features that can 

effectively defeat new image spam techniques. Such as 

maintaining a E-mail abstraction database and marking the 

unwanted mail as spam. DNS-like system can be used to detect 

the images or hyperlink by using pixels in different techniques. 
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